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Abstract. The escalating frequency of cyber attacks against industrial
installations over the past decade underscores the growing imperative to
fortify cybersecurity in organizations. The advent of Industry 4.0 has in-
terconnected factories with the external world, intensifying cybersecurity
risks. While international standards are advocated as a source of knowl-
edge to enhance cybersecurity efforts, scant information exists regarding
their applicability and usage in Industry 4.0. Diverse cybersecurity stan-
dards are available, either specialized for Information Technology (IT) or
Operational Technology (OT) or formulated as universal umbrella stan-
dards to guide organizations’ efforts. In this paper, two data sources are
deployed - a Semi-Systematic Literature Review (SSLR) and interviews-
to unveil the extent of utilization of cybersecurity standards for OT sys-
tems in the Industry and to identify potential barriers to cybersecurity
standard usage. The results indicate a low applicability of cybersecurity
standards within OT systems. Additionally, the size and lack of practical
guidelines in OT cybersecurity standards act as entry barriers, especially
for Small and Medium Enterprises (SMEs) with limited resources. The
interviews reveal that the organizations mitigate the identified barriers
by creating bespoke internal OT standards appropriate for the organiza-
tion’s size and goals.

Keywords: Cybersecurity standards - Industry 4.0 - Operational Tech-
nology - IEC62443.

1 Introduction

The network connections between factories and the outside world are increasing.
A common term for this highly connected integration is Industry 4.0. The term
was first coined in 2011 at the Hannover fair, and [2] defines Industry 4.0 as
the connection between production and information- and communication tech-
nologies, ICT. The merging of production- and process data with machine data
enables machines to communicate with each other. The motivation for this in-
creased adoption of Industry 4.0 with its internet-connected factories and plants
is to improve efficiency and effectiveness [10]. A common term in conjunction
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with Industry 4.0 is the Cyber-Physical System (CPS). Cyber-physical systems
identify anything that integrates computation, networking, and physical pro-
cesses—binding together the virtual digital world of computers and software and
its interaction with the physical analog world. The Industrial Internet of Things
(IToT) is made up of networked CPSs. In these Internet-connected industrial
contexts, cybersecurity issues represent one of the most relevant challenges to
be dealt with [10]. Another common term that encompasses the terms Industry
4.0 and CPS is Operational Technology (OT). OT includes a broad range of
programmable systems and devices that interact with the physical environment.
Examples of OT systems are industrial control systems, physical access control
systems, and transportation systems. One crucial difference between IT and OT
systems is that the latter directly affects the physical world [19].

In the last decade, an increasing number of cyber attacks against industries,
including critical infrastructure, highlights the need for organizations, govern-
ments, and society to be aware and prepare for unwanted events. Such cyber at-
tacks can potentially inflict severe consequences on organizations and the public.
Well-known examples of such attacks are those against the Maroochy County
Water System in 2000, the Stuxnet attack in 2010, the power outtake in Ukraine
in 2015, the attack on Norsk Hydro in 2019, the attack on the US Colonial
pipeline in 2021 and the most recent attack when Russian hackers hit twenty-
two Danish power companies. The attack on the Danish power companies began
in May 2023 and aimed to gain comprehensive access to Denmark’s decentral-
ized power grid. These are a few examples from a much longer list of severe
publicly known attacks that grow larger yearly. Threat actors, the perpetrators
responsible for these events, range from insiders to criminals and nation-states
[17]. In 2022, manufacturing had the highest share of cyber attacks among the
leading industries worldwide. During that year, cyber attacks in manufacturing
companies accounted for nearly 25 percent of the total cyber attacks.

Given the above, the importance of securing the Industry against cyber at-
tacks is ever-increasing as the number of attacks continues to rise. As cyberse-
curity risk will persist as a significant challenge for organizations in the coming
years, developing and fortifying the organizational cybersecurity posture will be
of great importance. Several paths exist toward securing an organization. Orga-
nizations can install technical solutions like firewalls, intrusion detection systems,
and the like to enhance cybersecurity. However, a holistic perspective addressing
technology, processes, and people must be deployed for an organization to be
secure and maximize its cybersecurity posture. For an organization to achieve
holistic cybersecurity fortification, cross-functional collaboration is required. The
effort is not restricted to one person or department; every member must adhere
to the organization’s prescribed policies.

The knowledge and structure to improve an organization’s cybersecurity can
be found in international cybersecurity standards. Cybersecurity standards serve
as a set of recommendations that specify how organizations should carry out their
operations and processes. They are often embraced because they are proven effec-
tive in providing well-structured cybersecurity requirements and controls. They
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provide a multitude of benefits that justify the time and financial resources
required to produce and apply them [4]. Some are dedicated to specialized do-
mains, e.g., IT or OT. Others are developed as general umbrella standards to
be used anywhere by everyone, regardless of domain or organizational size. The
use of cybersecurity standards should be deployed in their intended domain. A
multitude of standards exist, and substantial research has classified differences
and overlapping features of the most used standards [4, 8,9, 20].

International standards are highlighted as a path for improved cybersecurity
[4]. However, little is known about the applicability or the usage of cybersecurity
standards for OT systems in Industry 4.0 organizations. This paper aims to un-
cover to what degree such standards are used and what the potential barriers to
their utilization are. To this end, two separate data sources are deployed, namely,
a literature review by means of a Semi-Systematic Literature Review (SSLR) and
semi-structured interviews with senior industry personnel responsible for OT.

The remainder of this paper is organized as follows: Section 2 describes the
employed research methods, i.e., the SSLR and the interviews. In Section 3, the
results and the findings are presented. These are further discussed in Section 4,
while our conclusions and outlines for further research are found in Section 5.

2 Methods

A literature review aims to broaden the understanding of where the current
knowledge resides and to support the need and significance for future research
in contributing to expanding knowledge [6]. As Fink suggested in [6], descriptive
reviews are particularly relevant when randomized controlled trials or rigorous
observational studies are scarce or unavailable. The results are descriptive syn-
thesizes based on data abstraction from included articles. The validity of the
findings from the literature review depends on the reviewer’s expertise and crit-
ical imagination in combination with the quality of available literature.

On the other hand, interviews are great for understanding the “how” and
“why” of a particular contemporary event [21]. An interview lets the partici-
pant explain why they answered the questions the way they did [5]. Although
interviews, especially with few interviews conducted, cannot be generalizable to
populations or universes, they can be generalizable to theories (analytic general-
izations) [21]. Furthermore, utilizing two data sources, namely interviews and the
analyzed literature, strengthens the results by data triangulation in developing
convergent evidence [21].

2.1 Literature Review

The literature review followed the guidelines of the Preferred Reporting Items
for Systematic Reviews and Meta-Analysis, PRISMA, by Page et al. [13] and [6,
15]. Even though the review followed the guidelines from PRISMA and [6, 15],
the most appropriate terminology for this review is Semi-Systematic Literature
Review, SSLR. An SSLR is most suited when a topic has been researched by
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different groups of researchers or within different disciplines; that is, reviewing
every article that could be relevant to a topic is simply impossible [16]. The use
of specific search words has limited this review, and consequently, the included
literature cannot be claimed to be exhaustive for all related research areas.

Firstly, one must investigate if a similar review has already been conducted.
No such evidence was found. The benefit of preliminary searches is that they help
refine research questions, optimize search strings, and verify that the planned
review and the chosen research questions are relevant and valuable to the body
of knowledge. A systematic review is, unlike subjective reviews, comprehensible
and easily reproducible [6]. Research questions, search strategy, inclusion and
exclusion criteria, and the data extraction method are defined before the research
comimences.

Predefined research questions must be formulated to ensure that relevant
knowledge is captured. These must be broad enough to include relevant literature
and be precise enough to guide the review [6]. This research aims to better
understand how much research has been done within cybersecurity standards in
the context of OT systems and to what degree practitioners apply standards.
Subsequently, the following research questions have been defined:

— RQ1: What does research report on the applicability of cybersecurity stan-
dards for OT systems?

— RQ2: Are there barriers limiting the use of standards, and if so, how can the
barriers be reduced?

— RQ3: Are cybersecurity standards perceived as one size fits all? (Small,
medium, and large enterprises)

The results in this SSLR stem from searches in the following databases: Sco-
pus, IEEE, Springer, Engineering Village, ScienceDirect, and ACM. Keywords
deployed were the same across the databases. However, the search string was
modified according to the search database syntax, e.g., (Standard OR Security
Standard) AND (Operational Technology OR OT) AND (Cyber security OR
Cybersecurity) to capture all relevant publications. The search term OT or Op-
erational Technology was selected instead of the broader terms Industry 4.0 or
CPS to limit irrelevant publications to a reasonable amount. Limiting the re-
sults with narrower search terms consequently defined the research method as
an SSLR instead of an SLR. However, as a precaution and to ensure that the
selected terms Operational Technology or OT would yield relevant results, a test
was performed on the IEEE and ScienceDirect database, replacing OT with the
wider, more encompassing term “Industry 4.0” in the search string. This received
a significantly higher number of publications. Searches with OT in the search
string received 487 results while replacing OT with Industry 4.0 received 3692
results in the two databases. A review of the first 1636 of the 3692 publications
(approximately 44%) did not result in any new relevant publications. There-
fore, it is assumed that the searches are exhaustive and all relevant papers have
been identified in the context of cybersecurity standards within OT. Searches
were restricted to titles, abstracts, and keywords in publications from 2002 until
2023.
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After duplicates were removed, the following exclusion and inclusion criteria
were applied:
Exclusion criteria:

— Non-peer-reviewed studies from organizational reports, guidelines, and tech-
nical opinion reports;

— Research design — exclude reviews, editorials, and testimonials;

— Non-research literature.

Inclusion criteria:

Written in English;

Published in (2002-2023);

— Original studies using theoretical or empirical data;

— Studies published in Journals, Conference Proceedings, and books/book sec-
tions.

2.2 Interviews

Semi-structured interviews were conducted to unearth a more profound under-
standing of the application of cybersecurity standards within OT systems. Seven
interviews were completed during the spring of 2023. Before conducting the inter-
views, an interview guide was developed and tested on members from academia
and personnel within the Norwegian Industry working with OT systems. The in-
terviews took about one hour and were completed online using Microsoft Teams,
with recordings transcribed before analysis.

Four organizations were approached to inquire about participating in the
study. To understand how each organization works with cybersecurity, person-
nel from the OT and IT departments within the same organization were inter-
viewed, except for one organization, where only IT participated. However, this
participant was responsible for both OT and IT security. All participants have
more than 20 years of experience in their field of expertise and hold cybersecurity
responsibilities in their organization within their domain of either OT or IT.

One organization operates in discrete manufacturing, producing finalized
end-products; two in process manufacturing, and one in food and beverage. Three
organizations are classified as large enterprises with over 1,000 employees, while
the smallest currently has around 150 employees.

The interviews and interview guide covered three broad thematic topics; one
topic covered the application of standards used in general and cybersecurity
standards in particular. The allotted time spent on each topic was dependent
upon the responses. The sections tended to be brief for those with little ex-
perience or knowledge regarding standards. However, short sessions regarding
standards often meant longer sessions on the two other topics, resulting in an
approximately equal duration of each interview. The interview guide was pre-
tested, and questions regarding standards started wide and in general terms and
eventually turned increasingly narrower into cybersecurity standards. Below is
an excerpt of the questions:
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Not restricted to cybersecurity; are standards used, and to what extent in
your organization?

— If any, within what domain? (Safety, cybersecurity, or others?)
— What standards are you familiar with?

— To what extent do standards contribute to your organization’s cybersecurity
program?

When using cybersecurity standards, how would you describe the material’s
content?

In your opinion, what are the pros and cons of using standards? Are there
better alternatives?

Analysis of the interviews relies on template analysis. The transcripts are
coded by using predefined code. These codes are also referred to as a code-
book. The start of the analysis relies on the predefined codes. However, codes do
not remain static. Modifications or additional codes are allowed as the analysis
progresses. The template is organized concerning different themes defined by the
researcher and most commonly involves some hierarchical structure [7]. An often-
used approach is to sort text with similar codes into separate categories for final
distillation into major themes [3|. A significant advantage of template analysis
stems from the highly flexible approach that can be modified to accommodate
any study in a particular area. It does not come with many prescriptions and
procedures, and the principles behind the technique are easily grasped by those
unfamiliar with qualitative methods, partly due to the similarities of content
analysis [7].

3 Results

Searches from the selected databases resulted in 1183 records after removing
duplicates. The first step in conducting the SSLR is to perform an assessment
based on the title and abstract [15]. This first assessment removed 1074 articles,
leaving 109 records in the second analysis step. The substantial removal of 91%
of the records indicates that the search and used search strings fetched a broad
result, and it is therefore expected that all relevant records have been included
in the results. The second step includes an assessment of the introduction and
conclusion of the records. For this SSLR, the records method section was also
investigated at this step. The second step reduced the number from 109 to 13
records eligible for full-text analysis. The results from the different databases
are listed with the initial search result and records included in the complete
text analysis: ScienceDirect (377/5), IEEE (110/7), Engineering Village (333/0),
Scopus (246/1), ACM (117/0). The complete process is graphically depicted in
Figure 1.

Of the six articles included in the analysis, three were published in journals
and three in conferences, with publication dates ranging from 2017 to 2023.
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Fig. 1. SSLR Process

3.1 Findings

The results described above lead to the following findings, the presentation of
which is structured to follow the research questions defined in Section 2.

What does research report on the applicability of cybersecurity stan-
dards for OT systems? Very few articles address the research question re-
garding the applicability of cybersecurity standards for OT systems. With the
word applicability, the goal is to find quantitative results indicating the degree
of usage of cybersecurity standards. To what extent do practitioners use stan-
dards, and which standards do practitioners use? Several articles, including [20],
present exciting quantitative findings, but the results rely on secondary data,
e.g., a survey performed by a third party. Such papers are excluded according to
the criteria put forth in this review. Only two of the identified articles provide
quantitative results that include OT standards.

In [14], Pawar reports on their results from a survey with 115 SME partic-
ipants from a wide range of industries and geographical locations. Participants
also included personnel of organizations within manufacturing. According to [14],
49% of SMEs have no cybersecurity standards or framework in place. The NIST
CSF is implemented by 8% of the SMEs. The other standards presented in the
results are not OT-specific, and neither is information regarding the partici-
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pant’s main business activities available. However, since an unknown percentage
of participants operate within manufacturing, it is reasonable to include the re-
sults. One interesting finding in the paper is worth lingering on. Although the
application of standards is found to be low, 56% still report having cybersecurity
controls implemented [14]. Organizations implement security measures, but the
effort is not motivated by compliance to a standard.

The second article providing quantitative results is [12]. The paper reports
on results from a survey of 25 organizations, all operating within the German
Industry, particularly in or near North Rhine-Westphalia, with 21 of the 25 orga-
nizations categorized as operating within discrete manufacturing. Results suggest
that cybersecurity standards and best practices are only somewhat implemented.
As much as 80% of the large organizations participating in the survey have
implemented cybersecurity measures from the German BSI IT-Grundschutz, a
standard comparable to IEC27001. At the same time, only 35% of SMEs do
the same. The numbers are reduced when focusing on specific OT cybersecurity
standards, e.g., IEC 62443. 65% of large organizations report having an IEC
62443-related project already conducted, while the corresponding number for
SMEs is less than 25%. The paper does not clarify what an IEC 62443-related
project entails.

These two papers indicate a low applicability for using standards, partic-
ularly cybersecurity standards for OT. Similar results have been found in a
recent unpublished study by the authors. Organizations within the Norwegian
Industry were surveyed through a questionnaire regarding the usage of cyberse-
curity controls. In the survey, the respondents, n=34, also reported, “To what
degree has international cybersecurity standards, IEC 62443 or similar, influ-
enced your organization’s cybersecurity program?”. Of the n=34 respondents,
only 32% (n=11) responded that their organization has either a very important-
or important influence from international standards. Similar results are found in
the interviews conducted in this study. Although the number of interviews is low,
only seven, the theme is consistent with the literature and unpublished survey
findings. The usage of security standards from the OT-responsible participants
is non-existent. Even familiarity with cybersecurity standards is non-existent.
A compilation of their responses could be distilled into this statement: “I am
focusing on keeping the factory running. I do not know the international cyber-
security standards, so I put my trust into what vendors or machine builders tell
me is sufficient for security”. Responses from IT responsible favor using stan-
dards, and they express a higher knowledge and familiarity towards both IT and
OT standards. However, the reported usage of specific OT standards is still low.
In contrast, the applicability of adhering to IT-specific standards is high. Three
of the four organizations are ISO 27001 certified and hence are compliant with
an international I'T standard, while the fourth organization is planning for ISO
certification in the future.

Are there barriers limiting the use of standards, and if so, how can
the barriers be reduced? Several of the included articles highlight that the
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applicability of standards is low, with various reasons for the shortage of usage.
Quantitative results are not required to explain why implementation gaps exist
and what could potentially bridge the identified gaps.

Both [18,20] find that the lack of comprehensible implementation guidelines
also referred to as practical guidelines, is highlighted as one of the reasons for
low implementation. Even though a high-level description exists in all standards
and guidelines, Staves found in [17], that only 54% of them provide technical
guidance when investigating thirty-one such resources in the context of cyber-
security incidents and response. The identified lack of practical advice could act
as a barrier to the implementation of OT cybersecurity controls [17,18].

The sheer volume and complexity of some cybersecurity standards, particu-
larly IEC 62443, is also an argument for the identified shortage of implementa-
tion. In [20], Wagner reports that many resources are needed for an enterprise
just to understand which parts in general and which topics in particular of the
standard series are relevant for the organization. Staves [17] found through eight
interviews that several participants raised concerns regarding the volume and
depth of existing standards and guidelines from a usability perspective. This is
also confirmed by the interviews conducted in this study. Among respondents
familiar or very familiar with the different standards, IEC 62443 was specifi-
cally mentioned in this context, and the consensus among respondents is that
the content and scope are too extensive. The scope and number of pages make
using standards anything but trivial. One respondent highlighted that even after
attending seminars to learn about IEC 62443, the material is still too heavy to
combine with your day-to-day job, “We are reliant on external consultants to
help with this work.”

An interesting finding from [17] reveals that OT personnel find available
standards and guidelines to be information-focused instead of function-focused,
lacking tools and frameworks that adequately cover OT. Participants from IT
could see direct similarities between IT and OT and that the separation and need
for independent guidance will be counter-productive usage of time and resources.
Separation of IT and OT is also presented in [12], who found that about 50%
of the organizations applied the same rules for IT and OT regarding incident
handling, indicating a desire to standardize the process landscape. The authors
of [12] do raise the question, without providing an answer, of whether global
rules meet the different requirements of IT and OT devices and processes.

Pawar’s and Palivela’s article focusing on SMEs states that there exist gaps
in the implementation of cybersecurity controls [14]. SMEs cannot relate their
cybersecurity efforts or measures against business priorities. Reference [14] pro-
poses a framework called the Least Cybersecurity Control Implementation (LCCI)
to bridge this gap. The LCCI will be based on implementing the least cyber-
security controls according to the defense-in-depth concept and the organiza-
tion’s prioritization of the CIA (Confidentialty, Integrity, Availability) trian-
gle for mission-critical assets. The LCCI follows a seven-step process to secure
mission-critical assets. It is not transparent which standards are used as the foun-
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dation for the development of LCCI, or if the framework is based on standards
at all.

Our interviews revealed an interesting path for organizations to bridge the
gap of voluminous standards with a lack of practical advice. Development of an
organizational bespoke standard. Three of the four organizations in this study
have developed these bespoke standards individually. The bespoke standards are
developed at the corporate level and distributed throughout the OT department
and different locations of the organization. This new bespoke internal standard is
based on international standards; however, the organization’s employees do not
know which standards have been used as the basis. By applying this method, a
made-to-order standard is available to the OT responsible that includes practical
advice in a smaller format suitable to the organization’s size and goals. The or-
ganizational standard thereby removes the identified gaps regarding the volume
and complexity of interpreting standards, a task given to the organization’s few
corporate functions.

Are cybersecurity standards perceived as one size fits all? (Small,
medium, and large enterprises). Cybersecurity standards must be applica-
ble for practical use in their intended domain. Reference [20] compared IEC62443,
NIST SP 800-82, and VDI/VDE 2182 in terms of general aspects, process mod-
els, and best practice measures. The process model in VDI/VDE 2182 is found
to be the most applicable for both SMEs and large enterprises, with relatively
detailed steps, practical application examples, and usability for beginners, which
are contributing factors to the decision. However, VDI/VDE lacks the coverage
found in the comparison of the other two standards. IEC 62443 is most suitable
for large organizations as it covers both technical and organizational best practice
measures. It also provides coverage and certification opportunities for integra-
tion service providers and product suppliers. The downside is the standard’s size,
making it less desirable for SMEs constrained by resource limitations.

Lack of resources is also pointed out in [1], where they exemplify some ob-
stacles for SMEs when adopting standards. In preparation for using the NIST
Framework for Improving Critical Infrastructure Cybersecurity (CSF) version
1.1, a 55-page document has been developed just to describe the implementa-
tion process. Additionally, [1] highlights that NIST CSF, although designed for
all organizations, regardless of size, states that the framework is very compli-
cated to comprehend and implement. Therefore, a detailed 55-page guidebook is
available for readers to learn the new vocabulary for a better understanding of
the standard. This is no easy task for an SME with limited resources. The same is
found in the interviews. Although only one of the four organizations is classified
as an SME, it is apparent and clearly expressed that without a good financial
situation and management’s interest in hiring external expertise, complying with
a cybersecurity standard is nearly impossible.

As referred to in the subsection on RQ1, an unpublished survey by the au-
thors, with responses from organizations within the Norwegian Industry, indi-
cates a low usage of international security standards, with only 32% of orga-
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nizations having a significant influence from standards in their cybersecurity
programs. Of the organizations reported to follow a security standard, all are
defined as large organizations with over 250 employees. This result aligns with
[20], who found that IEC 62443 is most suited for large organizations. Both
the organization’s size and the OT department’s size are found in the survey to
influence an organization’s inclination to follow such security standards.

4 Discussion

The results pertaining to RQ1 in the literature review section of this study in-
clude very few studies providing quantifiable answers to the degree of application
of cybersecurity standards for OT systems. Only [12] is dedicated to OT systems,
whereas [14] have included manufacturing organizations as participants and are
therefore included. The results indicate low applicability or usage of standards
within OT, which corroborates the findings from the interviews in this study.
Similar results are found in the aforementioned unpublished survey, where only
32% of the respondents report that cybersecurity standards have significantly
influenced their organization’s cybersecurity program. With such few references,
interviews, and a relative few, n=34, responses for the survey that are limited
to a geographical location, a conclusive answer to the widespread usage of stan-
dards within OT systems cannot be given. However, there is reason to suspect
that the applicability of cybersecurity standards is low. Does a low applicability
of standards constitute a low or poor cybersecurity posture for OT? Are orga-
nizations inherently vulnerable due to the lack of prescription for dedicated OT
cybersecurity standards? Answers to such questions are outside the scope of this
study. However, this study can provide some answers and indicative reasons as
to why the usage is low, if low applicability eventually would be concluded.

IT standards like the ISO 27000 series or equivalent are present in several of
the included articles and in the interviews, where three of the four organizations
are ISO 27001 certified. Reference [12] states that 80% of large enterprises adhere
to the German BSI IT-Grundschutz, a German standard comparable with ISO
27001, and over 50% of German organizations are ISO 27001 certified according
to [11]. When an organization follows or, even better, is certified as ISO 27001
compliant, a set of measures is in place. Governance documents, restricting em-
ployees’ online behavior, IT security training, incident handling, and recovery
procedures to mention a few. These IT-driven processes and procedures will also
include parts of the OT section of an organization. i.e., personnel working within
OT will have policies regarding their online behavior. So effectively, organiza-
tions could have a standard-driven cybersecurity posture even though dedicated
OT standards enjoy low implementation.

Reference [11] finds that the key obstacle for organizations to be ISO 27001
certified is time and high cost. Is it then reasonable for organizations to imple-
ment two cybersecurity standards that are partly overlapping or have similarities
when viewed from an IT perspective [17]? With time and high cost highlighted
as key obstacles, would not deciphering and interpreting a voluminous standard



12 K. Kannelgnning, S. Katsikas

like IEC 62443, with its 800 pages and lack of practical guidance [17, 18], drain an
organization for resources that have already been highlighted as key obstacles?
The decision of whether to comply with one or two cybersecurity standards leads
the discussion to the organization of and responsibility for OT cybersecurity.

OT operations are inherently different from IT. It is an area requiring special-
ized knowledge and experience. Even with the introduction of Industry 4.0 and
the integration of IT with OT, there still are vital differences between the two,
such as patch management, prioritization towards the CIA triangle, and safety
aspects concerning CPS, to mention a few. The technical differences between IT
and OT are well documented in research. Running a OT system, requires OT
personnel. The interviews revieled an interesting difference between IT and OT
personnel regarding familiarity with standards in general and cybersecurity in
particular. Employees with IT backgrounds had a much broader understanding
of governance and the need for implementing procedures in the organization. In
contrast, the focus of OT personnel was explicitly stated to keep the system run-
ning and avoid downtime. Several avenues could give answers to this difference.
One avenue apparent in the interviews is differences in education. IT personnel
with education within IT will typically follow a curriculum that includes at least
a basic understanding of governance and policies. In contrast, personnel within
OT do not have this knowledge as a baseline from their education. No further
investigation has been done to determine if the difference, or to what degree,
education contributes to the lower implementation of cybersecurity standards in
OT systems. Still, the two groups have distinct differences in this regard. What
is apparent is that OT representatives must, due to the distinct differences be-
tween IT and OT, be part of implementing and managing cybersecurity efforts
designated for OT. Given the differences in priorities and unfamiliarity with
standards for OT personnel interviewed, this is not a simple task.

5 Conclusion

Of the substantial number of 1183 records found through searches in the databases,
only 13 were found to be eligible for complete text analysis, and of those, only
five provided answers to the defined research questions. The limited number of
records included in this review can indicate a shortage in research on the de-
fined research questions. Several publications without peer reviews and the rigor
deployed in scientific papers, e.g., whitepapers or industry reports, provide in-
teresting insights. Still, such reports are not material for developing empirical
truths like scientific papers. This could indicate that the cybersecurity field for
OT is pushed forward by industry players rather than research.

However, what is valid for both the number of articles and the degree of
applicability towards RQ1 - both are low. Definitive conclusions regarding the
usage of standards cannot be based on only two papers, but it is at least an
indication of the degree of applicability. Findings in the literature are substan-
tiated by findings from the seven interviews and the survey, with n=34, done in
the Norwegian Industry. What is more apparent is that several gaps have been
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identified and exist. The size and lack of practical guidelines in OT cybersecu-
rity standards appear as entry barriers to application. This is even more true
for SMEs with limited resources, highlighted by the fact that exclusively large
organizations in the unpublished survey follow a security standard.

As these gaps become apparent, few ways to bridge them have been identified
in the literature. However, the interviews uncovered an interesting finding: Or-
ganizations create bespoke standards. These organizational bespoke standards
are developed and compiled at the corporate level. The work is done without
local OT personnel’s involvement, and the resulting standard is designed to re-
move the barriers identified in the literature for practitioners. These bespoke
standards provide OT with easy, hazel-free access to an organizational standard
based on international standards containing practical advice with a scope that
fits the organization.

Following the finding in [17] that from an IT perspective, standards have sim-
ilarities, applying two, one for IT and one for OT, will be a waste of resources. As
found in the interviews and the literature reviewed, many organizations comply
with IT standards. If an organization believes that the effort to implement two
standards is time not well spent, future research investigating the amount or
degree of usage of OT cybersecurity standards will not provide evidence towards
questions like “how much cybersecurity effort is put forth by an organization
or an industry". Future research should, therefore, investigate what cybersecu-
rity controls organizations implement to improve their cybersecurity posture. As
found in [14], organizations have cybersecurity measures in place, even though
they do not adhere to a cybersecurity standard. Such research will have signifi-
cant implications for both researchers and practitioners.
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